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2a)n This action is FINAL. 2b)K This action is non-final 

4) S Claim(s) ilf is/are pending in the application. 
4a) Of the above claim(s) is/are withdrawn from consideration. 

5) n Claim(s) is/are allowed. 

6) K Claim(s) IJY is/are rejected. 
/)□ ClairTi(s) is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement 

Application Papers 

9) 0 The specification is objected to by the Examiner. 
1 0M The drawing(s) filed on 10 December 1999 is/are: a)n accepted or b)S objected to by the Examiner 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 85(a) 

1 1 )□ The proposed drawing correction filed on is: a)D approved b)^ disapproved by the Examiner. 
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DETAILED ACTION 



Dramngs 

1 . The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(4) 
because: 

a. Reference character "104" has been used to designate both "hash value H 
generated on document D or a selected portion thereof is transmitted to and 
received by the TSA", as disclosed in the specification and "TIME STAMP 
RECEIPT GENERATED", as shown in Figure 1 . 

b. Reference character "106" has been used to designate both "TSA 
computes a time difference", as disclosed in the specification and "TIME STAMP 
RECEIPT TRANSMITTED TO TSA", as shown in Figure 1 . 

c. Reference character "108" has been used to designate both "TSA creates a 
time stamp receipt", as disclosed in the specification and "VERIFY TIME 
STAMP RECEPT", as shown in Figure 1. 

d. Reference character "110" has been used to designate both "signs the 
stamp receipt", as disclosed in the specification and "RECEIPT VALID?" as 
shown in Figure 1 . 

e. Reference character "1 12" has been used to designate both "transmits the 
time stamp receipt to the requestor", as disclosed in the specification and 
"COMPUTE AGE OF TIME STAMP RECEIPT", as shown in Figure 1. 
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A proposed drawing correction or corrected drawings are required in reply to the 
Office action to avoid abandonment of the application. The objection to the drawings 
will not be held in abeyance. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1-1 1 are rejected under 35 U.S.C. 102(b) as being anticipated by U.S. 
Patent 5,136,647 to Haber et al. 

In regards to claims 1,10 and 11, Haber et al. disclose a time stamping method 
wherein data is received an outside agency, such as a "time-stamping agency (TSA)" (see 
figures 1, 2 and 3, column 2, lines 56-66 and column 8, lines 50-51) that verifies the 
temporal existence of a document and returns an encrypted receipt (see figure 1). Haber 
et al. also disclose a time stamp with associated identification information (see column 4, 
lines 6-16) and using the current time (see column 6, lines 16-24) certifying the receipt 
using a private signature key, allowing the time stamp to be verified by anyone using the 
agency's public key to decrypt the stamp (see column 3, lines 61-68 and column 2, lines 
5-21). 
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In regards to claim 2, Haber et al. suggest a time stamping method, as discussed 
above, further disclosing the transmission of the receipt "back to the author where it is 
held for later use in required proof of such existence" (see column 3, lines 1-5 and 
column 4, lines 19-23). 

In regards to claims 3, 4 and 5, Haber et al. disclose a time stamping method as 
discussed above further disclosing applying a "deterministic function" such as a "oneway 
hash" function to all or part of the document data (see ABSTRACT, lines 5-8 and column 
3, lines 6-14). 

In regards to claims 6 and 7, Haber et al. disclose a method of time stamping a 
document as discussed above and further discloses a digital receipt, which is an encrypted 
representation of data such as the current time concatenated with at least a portion of the 
digital representation of the document (see column 4, lines 6-16 and column 8, lines 59- 
68). 

In regards to claims 8 and 9, Haber et al. further disclose including identifying 
data, such as an author ID number and sequential receipt number, with the digital 
document data and current time in the certified receipt (see column 4, lines 6-16). 



Conclusion 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

U.S. Patent 6,381,696 to Doyle discloses using transient encryption keys for time 
stamping. 
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5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael J. Simitoski whose telephone number is 
(703)305-8191 . The examiner can normally be reached on Monday - Thursday, 8:00 
a.m. - 5:30 p.m.. The examiner can also be reached on alternate Fridays from 8:00 a.m. - 
4:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessfiil, the examiner's 
supervisor, Gregory Morse can be reached on (703)308-4789. 

Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 
Washington, DC 20231 
Or faxed to: 

(703) 746-7239 (for formal communications intended for entry) 

Or: 

(703) 746-7240 (for informal or draft communications, please label 

"PROPOSED" or "DRAFT") 
Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal 
Drive, 

Arlington, VA 22202, Fourth Floor (Receptionist). 



Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703)305- 
9000. 



MJS 

July 25, 2003 



MATTHEW SM1THER8 
PRIMARY EXAMINER 



